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Abstract 
Social network sites (SNS) such as Facebook offer a lot of opportunities, but teenagers are often not aware of the possible 
negative consequences of posting personal, sexual, or offensive information. Therefore, schools and parents have an important 
role in educating kids about the risks on SNS. In this quasi-experimental study, the impact of a school intervention with 
parental involvement on pupils’ awareness, their attitudes, intentions and behaviour on SNS is measured. Quantitative and 
qualitative results give an answer to the two research questions that were put forth: (1) is an intervention involving parents 
effective to teach teenagers how to use SNS safely? And (2) is organizing an information evening an effective way to involve 
parents in school programs? Implications are discussed. 
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1. Introduction 
Children and adolescents are one of the main user groups of social network sites (SNS). Because of the 
emerging popularity of SNS among young people, adults’ concerns about privacy and security are increasing. 
Indeed, children face different sorts of risks since SNS are based on providing personal information to connect 
and communicate with others. Unintended consequences of revealing too much personal information include 
damaged reputation, rumours and gossip, harassment or stalking, hacking, identity-theft and the use of personal 
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data or information by third parties such as advertisers or superiors, teachers or the potential employer (Debatin, 
Lovejoy, Horn, & Hughes, 2009; Livingstone & Brake, 2010). 
One of the categories of risks teenagers face while using SNS, are contact risks. Examples of contact risks are 
cyberbullying, sexual solicitation and all kinds of privacy risks (DeMoor et al., 2008). Indeed, next to instant 
messaging, SNS are the most popular media used for cyberbullying (Livingstone, Haddon, Görzig, & Olafsson, 
2011). Additionally, they can also be used to send sexual messages (Livingstone et al., 2011). The possibility to 
obtain contact information by surfing on SNS, also increases the risk of offline sexual solicitation. Moreover, 
users in general and teenagers in particular face privacy risks, since they post a lot of personal and sometimes 
risky information online (Livingstone et al., 2011). Additionally, 29% of the teens sustain a public profile or do 
not know about their privacy settings and 28% opt for partially private settings so that friends-of-friends can see 
their page (Livingstone et al., 2011). While friends-of-friends may sound reasonable familiar, these people are 
nevertheless mostly strangers. All these risks are alarming, since research indicates that exposure to online risks 
causes harm and negative experiences in a significant amount of cases (Livingstone e.a., 2011; Mcgivern & 
Noret, 2011).  
To counter these risks teenagers need to develop new skills. Media education at school has been put forth as a 
possible solution (Livingstone & Haddon, 2009; Marwick, Murgia-Diaz, & Palfrey, 2010; Patchin & Hinduja, 
2010). However, although the topic of online safety has been formally included in school curricula in many 
European countries, the implementation is inconsistent (Safer Internet Programme, 2009). Previous survey-
studies with teachers in England indicate that 42% of the teachers never lectures about online safety, and only 
11% reported to do so frequently (Sharples, Graber, Harrison, & Logan, 2009). 
Additionally, despite the fact that a variety of educational packages about safety and security in SNS has been 
developed (for an overview see Insafe, 2012), there is a lack of consistent evaluation of the educational efforts in 
this field (Safer Internet Programme, 2009). This causes uncertainty about the effectiveness of these initiatives. 
However, the few existing evaluation studies delivered promising results. A survey study in secondary education 
showed that while there was no direct impact of attention in school for the topic of safe use of SNS on pupils’ 
behaviour, school efforts did have an indirect impact on unsafe behaviour by raising privacy care (Vanderhoven, 
Schellens, & Valcke, 2013). Moreover, a recent intervention study found that courses about the risks on SNS in 
secondary education are effective in increasing awareness about these risks (Vanderhoven, Schellens, & Valcke, 
Submitted_a). However, the same study revealed that these courses are not effective in changing the attitudes 
with regard to these risks, and they only have a limited impact on teenagers’ behaviour. This is in line with other 
studies showing that (primary) school-based measures, such as classroom discussions, do not influence the online 
safety behaviour of children (Valcke, Schellens, Van Keer, & Gerarts, 2007).  
Therefore, more research is needed to find the critical factors to change unsafe behaviour and to develop 
materials that can obtain all goals that were put forth. By refinement of problems, solutions and methods, design 
principles can be developed that can guarantee that next to an increase in awareness, behaviour will be safer as 
well. The theory of planned behaviour (Ajzen, 1991) states that behaviour is determined by the intention to 
execute this behaviour, which is in turn determined by the social norm -described as the social pressure people 
experience to behave in a particular way-, the perceived behavioural control and the attitudes towards the 
behaviour. Following this theory and the fact that teenagers are particularly sensitive to peer pressure (Sumter, 
Bokhorst, Steinberg, & Westenberg, 2009), Vanderhoven, Schellens, and Valcke (Submitted_b) hypothesized 
that the ‘social norm’  might have an important impact on pupils’ behaviour. Because of the opportunities SNS 
offer when sharing information - e.g., communicating (Pruulmann-Vengerfeldt & Runnel, 2012) and creating an 
online identity (Hum et al., 2011; Madden & Smith, 2010)- risky behaviour might be stimulated between peers 
and peer pressure might prevent behavioural change after the intervention. Vanderhoven et al. (Submitted_b) 
found indeed that when there is more time for individual reflection about the risks on SNS during the 
intervention, and less collaborative learning – where peer influences might have an important impact-, the 
intervention is more effective in changing unsafe SNS behaviour. 
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In the light of these results, it is interesting to note that next to peers, parents have an important role in the life 
of adolescents. Parents are often thought to be primary responsible for the moral socialization of the child 
(Maccoby, 2007) and are seen as important actors in the education about online risks (Marwick et al., 2010; 
Pasquier et al., 2012; Safer Internet Programme, 2009). Moreover, encouraging positive relationships between 
parents and children is found to be an important characteristic of effective prevention campaigns (Nation et al., 
2003), and collaboration between parents and teachers is seen as a necessary criterion for effective media literacy 
education (Brown, 1998). Therefore, while peer pressure negatively influenced the effectiveness of the 
intervention, parental involvement in school interventions might have a positive influence on the effectiveness of 
the intervention. 
According to Berkowitz and Bier (2005), there are three main ways that a school can involve parents. First, 
the school can consider parents as information recipients, by only informing parents about, for example, school 
events and school products. This is the least active way, and considered the least effective. Second, the school 
can involve parents as partners,  recognizing the parallels between parenting and teaching and thereby promoting 
the positive development of youth. Third, parents can be involved as clients, and the school can be a resource for 
the parents by organizing trainings in the topics of interest. Following the rapid development of social network 
sites, it is found that many parents lack the skills to guide and support their children’s internet use (Livingstone & 
Bober, 2004). Therefore, training in internet related skills and literacy is necessary not only for teenagers but also 
for parents. For this reason, the materials developed and tested by Vanderhoven et al. (Submitted_b) were 
extended with an information evening for parents, thereby involving the parents in the intervention as clients.  
In the current study, two research questions were put forth: (1) is an intervention involving parents effective to 
teach teenagers how to use SNS safely, that is to raise awareness and change unsafe attitudes, intentions and 
behaviour? and (2) is organizing an information evening an effective way to involve parents as clients in school 
programs, that is are parents involved and do they gain skills and literacy?   
2. Method 
2.1. Design 
A quasi-experimental intervention study was set up. Using a pretest-posttest survey design the impact of  an 
intervention with parental involvement on the awareness about risks and the attitudes, intentions and the 
behaviour of teenagers on SNS has been measured. The design is depicted in figure 1. 
Fig. 1. Pretest-posttest design with an intervention with parental involvement. 
PRETEST
Online survey 
measuring
- Awareness
- Attitudes
- Intentions
- Behaviour 
INTERVENTION
Homework task + Course
Parental involvement: information evening
POSTTEST
Online Survey 
measuring
- Awareness
- Attitudes
- Intentions
- Behaviour 
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Table 1. The content en structure of the intervention 
 
2.2. Intervention 
The materials are based on those developed by Vanderhoven et al. (Submitted_b), with a focus on contact 
risks on SNS. For practical reasons, a part of the course was given as a homework task. The materials consisted 
of a syllabus for each pupil and a teacher manual. Furthermore, the intervention was extended with an 
information evening for parents, based on existing information evenings organised by Childfocus-Clicksafe (a 
Flemish organisation working on e-safety). This information evening was given by two of the authors. A 
powerpoint-presentation was used, focusing on different topics. A definition of SNS was given, and examples of 
the currently most used SNS were shown. Opportunities and risks on SNS were discussed, with concrete 
examples.  Next, tips and tricks for the parents on how to support their children on SNS were given. The goal of 
the information evening was not to give an all-in-one solution, but to give some specific tips, such as “make a 
profile on SNS yourself, so you know how it works and what it means”.  Practical guidelines to fulfill these tips 
were given, for example with screen shots of popular social network sites. Furthermore, to involve the parents 
actively during the evening, an electronic voting system was used. This way, parents could give their opinion 
about different statements anonymously, which could open room for a group discussion. Finally, there was room 
for individual questions. Table 1 gives an overview of the exact content and structure of the intervention. 
  
2.3. Procedure 
First, teachers were informed about the research and were asked for their willingness to cooperate. To assure 
external validity, an authentic class situation with the regular teacher giving the lesson was necessary. When 
teachers accepted to cooperate, parents were informed about the research and were asked for their permission to 
participate and to let their children participate in the study.  
Second, teachers received all the necessary materials: syllabuses for the students, a teacher manual, 
invitations to the information evening for the parents, and the link to the first survey that needed to be completed 
by the pupils. Approximately two weeks after they filled in the first survey, pupils had to prepare for the course 
by doing a homework task. Afterwards, the course was given in class by the teacher, following the strict protocol 
that was described in the teacher manual. In the same period, the information evening was organized for the 
parents. Approximately two weeks after the course and the information evening, the pupils filled in the second 
online survey. 
Structure Content 
Homework task Pupils answer questions about a simulated SNS-profile. These questions scaffold them towards 
different risks (cyberbullying, sexual solicitation and privacy risks).  
Course  
1. Introduction The teacher introduces the topic.  
2. Discussion of the homework 
task 
Based on the answers of the pupils to the scaffolding questions and the answers given in the 
teacher manual, the teacher leads the discussion in class.  
3. Individual voting game Pupils write down individually whether they agree or disagree with five given statements. 
Afterwards, answers are discussed in class.  
4. Examples and theory Some real-life examples are discussed. All the necessary information is summarized. 
Information evening for parents The parents receive information about the risks and opportunities of SNS and tips and tricks 
about how to support their children on SNS in an interactive information session. 
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Finally, teachers received a printed version of the book “Privacy on Social Network Sites: a manual for teachers”, 
developed by the SPION-project, as a reward for their participation.  
2.4. Participants & Setting 
In total, 14 classes out of 3 secondary schools participated in the study. The parents of the 307 pupils in these 
classes were invited for the information evening. The mean age of those who filled in the pre- and posttest 
(n=146) was 12.92 (SD=0.61), 51% were girls. Although the mean age was below the minimum age of most 
social network sites (=13 years old), 84% of them indicated to have a profile on a social network site and 91% of 
those who had a profile indicated to use Facebook. 
Only 50 parents showed up at one of the three information evenings that were organized. Most of them were 
mothers (64%). Of the 46 pupils of whom (one of) the parents showed up, only 19 filled in both pre- and posttest 
(7 girls, 12 boys). Their mean age was 13.11 (SD=0.32). Of this subgroup, 18 pupils indicated to have a profile 
on a social network site, 16 of them indicated to use Facebook most. 
 
2.5. Measures 
A mixed-methods approach was used, gathering both quantitative data from pupils and parents and qualitative 
data from pupils, parents and teachers. 
2.4.1 Quantitative data from pupils. An online survey was developed to gather different kinds of information 
from the participating pupils. First of all, some general questions were asked such as their gender and age, 
whether they had a profile on a SNS, and which SNS they used most.  Furthermore, some scales were developed, 
to measure the effectiveness of the intervention. To measure pupils’ awareness of risks on SNS, a scale was 
developed existing out of six items about different risks on SNS (DeMoor et al., 2008), such as “Some 
information on SNS such as pictures, videos, comments,.. is mean and offensive.” (1= totally disagree, 7= totally 
agree, Cronbach’s D=.75). To measure their attitudes towards different behaviour on SNS, their intentions to set 
particular behaviours on SNS and their actual behaviour, different scales were developed, following the manual 
of Fishbein and Ajzen (2009) to construct a theory of planned behaviour questionnaire. Based on the summary of 
contact risks of DeMoor et al. (2008), unsafe behaviour on SNS was operationalized by five particular 
behaviours: posting personal information, posting sexual information, cyberbullying, not using privacy-settings 
and not reflecting before posting/doing something on SNS. For every behaviour the attitudes towards this 
behaviour, the intention to set this behaviour and the behaviour itself was measured using three or more items on 
a 7-point likert scale (1= safe, 7=unsafe; Chronbach’s D>.93 for all scales). Subsequently, three sumscores were 
calculated to indicate respectively general attitudes towards unsafe behaviour, general intention to set unsafe 
behaviour, and general unsafe behaviour (min=5, max=35). 
2.4.2 Qualitative data from pupils. To measure the effectiveness of the intervention, the posttest survey also 
contained three open questions, that directly asked what pupils had learned in the course, if they had changed 
something on their profile (and what), and if they behaved differently on their SNS (and how). As a measure of 
involvement of the parents, pupils were also asked whether they knew if their parents went to an information 
evening, and how much (and what) their parents had told them about what they had learned during this 
information evening. Answers to these questions were coded and divided into different categories based on their 
content. 
2.4.3 Quantitative and qualitative data from parents. To gather information about the involvement of the 
parents during the intervention, and about their skills and literacy, quantitative and qualitative data were obtained 
from the parents as well. During the information evenings, response technology was used to gather information 
about the parents opinions on their children’s SNS-use. Different statements and questions were presented (e.g., 
Does your child have a profile on a SNS, 1= yes, 2= no, 3= I don’t know). Attending parents needed to vote 
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anonymously for the answer they preferred, using response technology. Answers to the questions were used to 
guide the discussion during the information evening and to inform us about the parents’ knowledge of their 
children’s SNS-use, of the amount of personal information their children post online, how they act with regard to 
their children’s SNS-use,… After the presentation some parents were asked how they felt about the given 
information evening and whether they felt that they had gained skills and literacy. 
2.4.4 Qualitative data from teachers. After the information evening, the attending teachers were asked a few 
questions about their opinion on the evening, on the attendants, etc. 
3. Results 
3.1. RQ1: Is an intervention involving parents effective to teach teenagers how to use SNS safely? 
3.1.1 Quantitative analysis. To verify whether the intervention had an impact on the awareness, attitudes, 
intention or behaviour of the pupils with regard to the risks on social network sites, a multivariate repeated 
measures analysis was conducted, with the time of measurement as a within-subject variable and the awareness-, 
attitude-, intention- and behaviour- scale as dependent variables. No impact of the intervention could be found 
(Wilks’ Λ = 0.72, F(4,12) = 1.14, p =.38). The means of the different scales are reported in table 2, together with 
univariate statistics. 
3.1.2 Qualitative analysis. Because of the - after drop-out- small sample size, qualitative data might give more 
insight into the impact of the intervention compared to the quantitative analyses. With regard to awareness, the 
answers to the question “What did you learn during the course” were organized into different categories. Of the 
17 pupils that answered the question, almost everybody reported to have learned something. One person 
answered rather vague, this is “that you should behave safe on SNS”. All others referred to a specific risk or 
behaviour: two referred to cyberbullying (e.g., “that there is a lot of cyberbullying on SNS”), six referred to the 
risk of posting too much personal information (e.g., “that you shouldn’t post too much personal pictures on 
Facebook”), two referred to sexual solicitation (e.g., “that wrong people may use SNS, such as paedophiles”) and 
three referred to the use of privacy-settings (e.g., “that you should change some settings on your profile”). We 
can conclude that for 63% of the pupils, the awareness about at least one risk on SNS has increased. 
With regard to the impact of the intervention on their behaviour, two questions were asked: whether they 
changed something on their profile and whether they changed their behaviour since filling in the previous 
questionnaire. None of the 19 pupils reported to have changed anything on their profile, nor did they report to 
have changed their behaviour. 
 
Table 2. Means of all dependent variables, together with the results of the univariate repeated measures 
 
 Mean Pretest (SD) Mean Posttest (SD) F(1,15) p-value 
Awareness 4.02 4.63 3.64 .08 
Attitudes towards unsafe behavior 10.75 10.94 .05 .82 
Intention to behave unsafe 13.48 13.35 .04 .85 
Unsafe behavior 11.38 11.75 .45 .52 
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3.2. RQ2:Is organizing an information evening an effective way to involve parents in school programs? 
3.2.1 Quantitative analysis. While the parents of 307 pupils were invited, only 50 parents showed up. This 
limited attendance is an indication that organizing an information evening is not the best way to involve parents. 
However, to know whether the information evening was effective in increasing skills and literacy with the 
parents that did attend, answers to the statements and questions during the information evening were analyzed.  
At the start of the intervention, it appeared that parents were already aware of their children’s use of SNS: 
89% reported that their children had a profile, no one reported not to know whether their children had a profile. 
However, 54% of the parents reported that they only know that their children have a profile on a SNS, but that 
they are ignorant about SNS in general and their children’s specific use of SNS. A lot of the parents (37%) 
reported to have no idea of the amount of personal information that their children post online. Some of the 
parents (4%) even reported that they have never talked about it with their children, since they are ignorant about 
SNS. For this group of parents, giving information during an information evening might be a good way to 
involve them in the education of their children with regard to risks on SNS. 
3.2.2 Qualitative analysis. Because of the limited amount of attending parents, it is interesting to have an idea 
of the specific characteristics of the parents that did attend, and of the schools where more parents showed up. 
Most of the attending parents were mothers (64%), and parents of pupils that studied classical languages (Latin). 
The school board and teachers of one of the participating schools reported that information evenings typically 
attract parents that are highly educated. Furthermore, while the same amount of parents was invited in all three 
schools, 50% of the attending parents came to the information evening in one particular school. This school has 
put a lot of effort in the information evening and was clearly more used to organize such an event, as was 
observed by the attendance of more teachers and the school board, the fact that these teachers knew all of the 
parents’ names, and the organization of a small reception afterwards.  
Considering the effectiveness of the involvement of the parents that were attending, different teachers as well 
as parents reported repeatedly that the information given was interesting and that they learned a lot about how 
social network sites work, what the risks and opportunities are, some practical things (e.g., changing privacy 
settings) and about how to support their children. Moreover, 14 of the 17 pupils whose parents attended the 
information evening and filled in the questionnaire, reported to know that their parents went to the information 
evening. Nine of them reported that their parents gave them a considering amount of information, five reported 
that their parents told them nothing or almost nothing about what they had learned during the information 
evening. If parents told their children something, most pupils reported that these conversations contained 
warnings, stating that their children needed to be careful with what they post on SNS (five cases, e.g., “that you 
should be careful when posting pictures”).  Two of the pupils were given clear instructions on what they were 
allowed to do (e.g., “they told me what I could post and what I couldn’t post”) and two of the pupils were given 
more practical information (e.g., “how I can protect my profile”). 
 
4. Conclusion & Discussion 
In this quasi-experimental research, it was studied (1) whether an intervention involving parents is effective to 
teach teenagers how to use SNS safely, that is, to raise awareness and to change unsafe attitudes, intentions and 
behaviour and (2) whether organizing an information evening is effective to involve parents as clients in school 
programs, that is to involve them and to increase skills and literacy.  
Although quantitative results did not show any impact of the intervention, qualitative results indicate an 
important impact on awareness about contact risks on SNS. However, no impact on behaviour could be found. 
This is in line with previous media literacy education research, where it is found that it is much harder to obtain 
behavioural change than it is to find an increase in awareness or knowledge (Martens, 2010; Vanderhoven et al., 
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Submitted_a). Furthermore, the small sample size in this study might prevent the observation of any significant 
impact. 
 Considering the second research question, the results of our study show that the information evening was 
effective in increasing skills and literacy with parents. Moreover, most parents that attended the information 
evening, gave their children some information afterwards about the risks on SNS and how to behave more safely. 
Therefore, we can conclude that involving parents is effective at least to some extent. It should be noted however 
that only 15% of the invited parents attended the information evening. This indicates that simply organizing 
information evenings might not be the best way to involve all parents. Although the attending parents were 
satisfied with the information, and indicated to have learned a lot, there is no way to know the awareness, the 
internet literacy and skills of those parents who did not attend the evening. Analyzing the characteristics of the 
attending parents points to one of the main challenges of increasing parental involvement, this is involving all the 
parents and not only those parents who are already involved (Reynolds, 2005). Future research should focus on 
methods to attract more parents to information evenings (e.g., organizing child care, better invitations or 
reminders; Rosenthal & Sawyers, 1996), or on different methods to involve parents. As stated by Berkowitz & 
Bier (2005), involving parents as a client by giving workshops or information is not the only way to involve 
parents. They also discuss the possibility to involve parents as partners in education. This active approach might 
be better suited to reach all parents, and might have a more positive impact on teenagers’ behaviour on SNS. 
As a conclusion, we can state that while involving parents in school programs might be effective, organizing 
information evenings for parents seems not to be sufficient. This is an important conclusion, since a lot of 
institutions (e.g., Insafe) spend a lot of money to organize these kind of information sessions. More effective 
methods to involve parents should be investigated. 
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